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Abstract: In response to the high sensitivity, strong correlation, and real-time requirements of industrial data, an adap-
tive differential privacy (ADP) framework was proposed as a new paradigm for privacy protection in dynamic environ-
ments. The theoretical evolution and industrial adaptability of ADP were systematically elaborated. Three core technical
pathways were distilled: dynamic privacy budget scheduling, correlation-aware sensitivity estimation, and
privacy-utility balance optimization. The effectiveness of the approach was validated through three typical industrial sce-
narios: industrial control systems, supply-chain collaboration, and predictive maintenance. The results demonstrate that
ADP can overcome the “utility-privacy” trade-off inherent in static differential privacy, enabling synergistic optimiza-

tion of privacy preservation and data value extraction in complex industrial settings. Finally, it was pointed out that com-
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pact privacy analysis, efficient processing of high-dimensional heterogeneous data, robustness design, and the construc-

tion of a standardized ecosystem represented key future directions for research and application in industrial data security.

Key words: industrial data security, adaptive differential privacy, privacy-utility trade-off, dynamic budget schedul-

ing, correlated sensitivity, industrial Internet
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